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ABSTRACT

Program undefined behaviors are widespread in system programming languages such as C/C++,
However, compiler developers and compiler users have some differences in their understanding of
undefined behavior, which causes some code behave to be inconsistent with the original intention
and sometimes causes serious security vulnerabilities. This unstable code phenomenon has been
theoretically studied in recent years, but it has not yet well known in practice, and even exists in
many large systems.

We design and implement an unstable code static checker. The system is based on the latest
LLVM framework and uses a variety of efficient static analysis algorithms. Compared to exist-
ing similar implementations that have not been maintained for many years, this static checker is
redesigned based on the latest compilation framework, pass manager and SMT solver. It also
optimizes the caching mechanism, which boost the performance. The checker can statically an-
alyze certain types of unstable code and related security vulnerabilities in system compiled with

Clang/GCC, and will be developed continuously.

KEY WORDS: security vulnerabilities; undefined behavior; unstable code; static analysis
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REFRE, THRE T NI AF ARG TR, It ARmiEss e e AT B &S A KA
R S A iR I N . CIBE R — KIS a B, £ ARM ||
oA 32 (L EEEUERS 32 A 0, (HURAE x86 b, 2774 1, N TR SERZMTA,
C 1B 5 b X AR A E L. 5 4h, Chandler £ CppCon2016 Hi5 HIB! ) 5k ki (145
WES LR T B E SCE AT, RBAAE TN FIN RSB AN IZ X AT R, R
GOVIZAEAES R, MR BT 015 g & E R T .

(& —J7 KRR T AR & R R 2 RcA w0 FAR, 5 HREAIEAE
FEV& AR, BLERNT6 BT AR, B2 8= Laiwmii. Ll
FERTEE R AR -6 N T AA 3, 33 PostgresSQL Z Bt T — 22 2w iHM, % &
PUF P&

SELECT ((-9223372036854775808) ::1int8) / (-1);

ERMLRAET, HIRERGSHIEASAEMFE, ENREE 64 AL T, RAESH
W, B =283 — 1 B AF5 BBy HUR AR E AT, HAE X86-64 T, IDVI f54 1R
I 2 il
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buf + len < buf W/ ZHAKREIHREMA EASMERNLTALEN | &
Python AFFESS, Linux WAZS KR RGERERS IZ(P1ER, % IELLF RS S

char *buf = ...
char *buf end = ...;

1

2 p—

3 lunsigned int len = ...;

4 |if (buf + len >= buf end)
5 return;

¢ |1f (buf + len < buf)

7 return;

8

A s EA G S R AR E AT, AT e TR, e
AL HIARE AT A AN TRUE BSPHERILLE FALSE, TRXTR A7 S A5
(et END) MR AEA, Bdm i d it

SR TR, daiEdnib R HIARE AT B THR S Ry, Hedn:

int f (int x) {
int r = 0;
for (int i = 0; i < 5; i++) {
printf (”%$d\n”, 1);
r += 5 / x;
}

return r;

Lo e T N e N

}

P AR ZINNRMEAE < 0 B, Rl —1 0, HEgwIEa I EHTF AL
FREAREXATH, WIMAN © += 5/x STEIHICK, BHBREIAGTE, /£ x 40K,
BEAPEERHTEL RS, TSI 0o

EFPE M E AT R, HAEM SRSt 5, BinEIRAEF AREA—3, &5
A RESHRERBAIRMEHIRZ N FRENRE.

X T G 0IX WAL, Smids (B TR gnidede T A B (T T AR AU 4
Wo — T HIANNIZ A ERAL, 73— 7 WA F ] — SR N AR SE AT N RET™
AR K BYMERERE T, LRI memory strict aliasing FEUS W —LEXT R ARG ERH A S 91 1E
o, MITEE e B M eI, e anlel) X F for (int 1 = 0; i <= N; ++i),
A R BEUIMRER R AE XATHN” , AT E X BN Rk 4 N+1 ok, it
T R—A . EEX—FRIML, FEAEN A E 2 REFETHEL 10% HITERE.

BRI A AR TR AL — RPN m ik W25 T A 2 HIAE S AL B, tetn - £no-
strict-overflow fll —-fno-delete-null-pointer-checks B4k AW KX A&
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21 FRERBRENL

T, ARERD R T gnikas i Mg B ds H &R & X AE ST A HIARIA—
B, fEpgmpek HAn 2 Ja MR S & B B A — S8R . BN FIRR T O E AT
HHPAFI A —2E—FE, A FRATAT DB ih— 55 ) 12 B 2L R

RS S C #n CIESWEITINE, & ¢ Frn—iaEr R E I CIES s
e, Hf ¢ N ARE ST NIRRT TRERE X, HAJ MR E 7 C trifE—3 nfe ¢
2N, RS BARH AR BN A E AT, AR C N, WS BN RS
T H S S RS8Rl e/ IME AR S

LA B e f5 — RTINS P A B DNMRFE B ECE RIS, 4 Ple/e’]
Foni P — e BN o Z 1R RIHIRE IR, ABAERER] P~ Ple/e’] Hiti Ay
e 2

A ERE AT, R P FI Ple/e’] X TALEAME A H AFA MR 05, 8
LIRE N R AR o N RFEAE AT, 8PS N, —EA&4 P
A A TE AT, KN WTHE—FA, PH Ple/e’] TRE A MERAHIH, (B2
YT 2N, Ple/e’] it 28GR HEE, —i9E C 2 TSR, £
C' Z FAREAGE T, BN € W38 ARE AT AR ¢ Wl ST k.

EX (FRERM): By P — M7 B e XN TIESIRE C A ¢ Z F 2N
ER, HHCEEAET MR B e 1% P~ Ple/e'] /£ C Z NARIER, HRAEC
Z N RAEIEN. n

22 BHERWUARERBNEE

DA SORA 28— D SR AT AT R s SR G RN B 5 DR P 94T 0 2
ME BACH T = B o VRN — Pl (L, FRATAT Ml gmitas ROt as , Hasn— 1 &ishe) 2
. BEMAKREXITARITHRIL. ERSMNEAFIHAE AT HHTIAN, XA E
HIFEHRHRAE ¢ Z N RGTEN . RIS a R A E AT A T —m i, X
KA, SR C ZTAEE, B C 2 NEER, XL, man
e WERE — AU A e, HIXLm e e bt 1, IR amia &t
PRIk (False Positives)o WIRZE _MNMA B, WSk ERK. 5 PRIGEDEH &5
FIFHARE AT AT X —Z2E ) 5E Lo
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22.1 RENEFRB#R

ST — ML B e, 4 R(x) FREMTAR  ZEHGEE TRUE 24 HALY
TEHIAN x BF S M T 2 Ul(x) T e B A= 0, ZEKEGRIE TRUE 24 HALY e 725
AHK x B, Sfik AR E AT e, XF—"1455 Higf] *p, UJx) N p==NULL,
K2 fq5 g5 | HAE C FREAREXATH

EX (RENEFRBIE) — I B e fEM AN x IR L, Y4 ALY e Fe
fi A AR RE AT, BRI

Re(x) - _'Ue(x) (21)
— T P ARSI AN x B2 RS, Y HAY PR IEE 1 e #0& R & LAY, R

AW = [\ Re(x) = ~Uu(x) (2.2)

eceP ]

222 HEBRAELRAE

FIAARGE SXATA, Peftas il AHEREE 2 A iAo

URRACHS | B e RERAAT 3 ELOUS R AEARSE AT, B A el St aTf bR [N
NEES e PITHIAER & P R AEAREATH, RTIXEHA, e REHHHIUIITE ¢,
BAE 0, XS THAMREA, 0 e EEALXS P BRI H 45200, FrLEL P~ Ple/0] & 15R].

EE2.1: AAREIATA, RACET LU RHZAT FHRAA K e:
Ax: R.(x) A A(x) (2.3)
223 FHHALEEE

FIHAE AT R, tegs T DAL B 255

MR e5 e A—HYHMN Y EAEREATH, B4 e B e FIARES e 5 e
GERA—E AT S S P REARE ATH, TR TIXEEHN | e REBHIE IR ¢,
FITLA P~ Ple/e’] &= &1

B 2.2 ARMAZTIATA, RAETARALH AT AR R K e:
Je'Ax : e(x) # €' (x) A R.(x) A A(x) (2.4)

H o oe(x) A e EMNA x BTO94E,

H
o
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2.3 LLVM ¥EZR

LLVM J&— A~ H B E . —Fhdmifaeeaidoit, DL Cr+ 5k, & — Ryt
Hgm i me LA TR, Al HRIT K G iFan B J5 o M Ao i TR

23.1 LLVMIR

AR LAY (FhngS i s dimiaal . WEREM A E) | ETEF RS
FEFFo HARASSOS T (rAERAH Jump #265) , & THESPATERF . 1 [E]
W5 (Intermediate Representation, IR)® NA-THH | & TEASDHT

LLVM IR J&— Rl SRR i A2 BRI A AP as Ml g de S SR ALY IR .

FEanx T-LAT C A

int foo(int a)

{

if (a + 100 < a)
bar () ;
return a;

O PR HT U A2 ) LLVM IR A

define 132 Q@foo(i32) #0 {
%2 = alloca 132, align 4
store 132 %0, i32* %2, align 4
%3 load 132, i32* %2, align 4
%4 add nsw i32 %3, 100
%5 load 132, i32* %2, align 4
%6 icmp sgt i32 %4, %5
br 11 %6, label %8, label %7

I
o\
=

; <label>:7: ; preds
call void @bar ()
br label %8

; <label>:8: ; preds
%9 = load 132, 132* %2, align 4
ret i32 %9

Il
o\°
~J

~
o°
=

2.3.2 LLVM Pass

FEAE IR ZJ5, LLVM BY— RANRVEERSR I — 46 38K ZDHIAE IR _E3sqTHY
Passo

FHAME IR, HEEIS BT 45 R0 Pass WA Analysis (LA Alias Analysis Pass fiE
1REIAR R 2 A5 HOER) , MARTE BT 45 50T IR 47 & L Pass A Transformation
(Lbl Instruction Conbining Pass BEG G4, HIG4E Pass AL H) IR _E#T) o

A
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F=F RZGH

AEEAG R AT 0 H AR AR . AR LLVM ROHEZR ) X B S S ot (4L
FARTEAIER. TRIN f59) BHT 3O AR B S, 23
miE

—E 5
(BT SMT Solver
FIRUBE 1L

K 3.1 TAER

31 &FFRIES

THMADZ—PMHART stack-build, M HHEZEHLEMT RERHIFR L
VENZEL L ZRE, WA HE B R G A IR P i h RS o tein, YT make
TIERI ARG, HLUT o AP e S

$ stack-build make
YR RN clang 83 gec WIRTYR, WSAIAIMER —LL9i% 240, T A GiEds
A, DA SR Le T aiE S Ak, /03R4 (False Positives), FT HAK B AR HY
ARk, SRS B E S

3.2 HE#HERES

P NG P de i AN BESE A E T AR Sem A R IRITE S, tein, Rt
i ZLANE R AR AR S22 BRI R AR BR B 2 tF (RIUARE ST M) -
Pt LAELSet h [RITE S BE T 2 Se A e it

3.2.1 AT EIES

FER AR SUTA A2, AORGERACER D SR, & A B I
22 77 TH A fai 4
3.2.1.1 R EEHIR

LLVM W BB HE IR A S HARE AT, FrUBNTAREEERA, MEE 5
— LY, (ERAFAASE AT BRI R o« A FASTE A Bt T LA R4

» ConstantFoldTerminator
* EliminateDulplicatePHINodes

* MergeBlockIntoPredecessor

®
©
|
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3.2.1.2 WEREREL

LLVM P2 (4 RS Bt BB S5 oA T 3 B R B e s, (BRI JS 22404
HOREET BT, FrEAE A LLVM N B I RS B kit . TR&RATE 858
BT — A HARG , AH AN S0 5 5 bR A PR B

3.2.1.3 JHERBRK load 15

fELLVM IR B, load 54 M T WA AR E I FP st BUE RS B — A i ez
HY, BRI — R Z AT ELE 1oad 8 N IEUE, MASEH E—
DCEBUE (RIMEZ A I I DR AR BT A L, O I B R N B A Do e ), R
FERERAE, [R]—AE RE TP T Z 18], AT RE S A il AR A 322 Bk B T A A7 R (BB A
filo FTLMEMUEZAT, LLVM IR S HRZIURIT load 5%

I H LLVM IR SR S # & A8 (SSA)P) FIE 0 (FETAERA R, Frbh s
— load T§ BT E — BT BRI AL &, 0K Jo B2 A B AN 2 B i SRAR R B AN,
KA FRATAS RE B o A e A2 1 W 8 e A7 L SR [ — A i

e 3. 10 IR, 28 3+ SATHY load IBAIELETIARRY.

A, &8 Memory Dependency Analysis F1 Alias Analysist'® ()34 45 R4 G— AR
HATRNTCRR Lload 5 WHERL, FFHIXLEHE XS B Yl I 48 &5 FF il — A8 &, AR
REE—1 load 5%

FEInfE2 3. 10 IR WY, JUAR load FRA S AL

%add add nsw 132 %a, 100, !dbg !17
scmp icmp sgt 132 %add, %a, !dbg !'17

322 BAREXATHEM

KRB B AR A T RE & AR ARSE AT N B TR A BT AR AARGE AT %A, BMZIBa (et
LM T RERENATHN. KT *p i8], S EERTEREA— AR E AT M
bugon (p==nullptr). FESLFREILHT, bugon () ERANEREMA N ZSBIA] | Z R0 H
AU TR E AT AN, SRS SRR IAE TR, &8
L TR R B IR B AR E AT S, TR INGE AR E AT R G, ATt
TRHAT T

FEanfE2 3189 IR 7, X 1eMp 8% (XMWE if (a + 100 < a) #HA))

IX— RS TR R G A bugon (sadd.overflow(a, 100)):

%0 = call { i32, il } @llvm.sadd.with.overflow.i32 (i32 %a, 132 100)
%1 extractvalue { 132, i1l } %0, 1

call void Qopt.bugon(il %1), !'dbg !13, 'bug !15

$cmp = icmp sgt 132 %add, %a, !dbg !17
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3.3 SMTHERES

X BRI ANF IR R RE AT M2 R M H R TE A2 AS AT LA, FFAN R
T ARE AT R (RME R R SR BIRZT) A RERAA AR AR E R, 1 A
JHR

331 HWSBHEREI A RER

I AL TR PP AR T A A TR 8, EASE B E A T DU
T B A AR A T ke T4 — MR BT, W% e LT
Ph, IEAHRELRIIET , BT, A0, PR TR S R,
IR ARTTIE, BRI A R A e AR R P

3.3.2 KNS HEL AR EAR

H AT SR R 1 A

o MRMAL: (2R R SXARFBIRZ AN TRUE B(# FALSE AT /R

o ARELIML: A5 R SRR T A REH T AN S AR H B L ARk =X

231 IR #, X T 1cMPp /% (MW E if (a + 100 < a) 1BAD)

a + 100 WthZm2/NT a, PrLA—HHaIFARE T80 LA SE R, RIFEM
BFEEER a (EHAZ S 100 < 0o

A RERENXRAFBELZT, ZFE L bugon (sadd.overflow(a, 100)) XK

JESAT A, SRER BRI 100 < o, BEMfEIMY FALSE, mZAEEEIEAHHT
THER S
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HUE RSB
AEEGHRIT— ER AN B EL A ST
4.1 MAGRELRE

BT I RS B R RO . SRS, T ELA IR, RAE
. AR T A B AR W CRRER I A1 ARG R
clang, col SRFFA AN TIIMIA, SRIF AR BB A ES L, Aok B R ]
VER, 9 LI R B A SR SR

42 WERESAMH

TTH AT LLVM 1 New Pass Manager"1 X IR #4744, New Pass Manager &—"1
FT concept-based polymorphismI?1 HE BLEs | B PEH Pass FAN TG B8R FENRR & B &
2k, HTELI name HIEY run TTIERIVT o SRJGFHESE S Pass Builder RIM ###—4% Pass
Pipeline, Gim/K4—FEXT IR (& PEATTHATIE . B3, 7.

4.2.1 BugOnPass

IRINAE AT RSN — 2T Pass WIEEAR GG —HFERT,  FU RS R B AR E L
FroTAESEIN BT Xl e B BT SR RHER S i — 1 BugOnPass 2, %3K
T void setInsertPointAfter (1l1lvm::Instruction *) A 1lvm::vValue
*createIsSAddWrap (1llvm: :Value *, llvm::Value ¥*) FEH5HHA bugon () #*
TESAT AR B IRZE R EARARIZ R B [, RS A A% R AT 56 ik
X ZRARSE AT R SCH o

4.2.2 BugFreePass

[FIE, 23 AN AR AR E AT ST B g AR — 2R Pass T — kK
BugFreePass(BugFree /& B & XA FBEAMG E)o %IELE T 11vm: : SMTExprRef
getBugFreeDelta (11lvm: :BasicBlock *) I 1lvm::Optional<bool> query-
WithBugFreeDelta (llvm: :SMTExprRef E, llvm::SMTExprRef Delta) EH5H
LR FHARSE AT N ZAF R YRR R R
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4.2.3 Diagnostic

TR T A RRUE AR AL B SR AR TE AT N o BRAEH A RUE R U ASE X
FronE RIS, G EMRZ TR T N TR SEARENZOHEER, JIIX

TUDHIMAE , KT RE AT BB, HIE BRI R S 2 SECMaE TR
E, B 738 s/ MU AT BB AR E AT HER -

4.3 FIRMEBEIERR

W H T SMT Solver!3] X A(x)s R.(x) F U,(x) 2550 M AHF A TR iR Fe i xt
TRHAIRI S, LU Bivector MEATIERE, ™ IR AST AL — RPN SMT
Expr AST . T B2, 18 C B, Ai/RELER] DIFEEEL — iR 2 5RE0SH 1, 1AL SMT
B TR ESETFE A /R 1Y, 0/1 Bitvectoro

43.1 SG—EN

HAD FAFAEEIRZ TSN SMT Solver FTERH, ALNIAEAFKTH S AT, W2
fE APL T T —E X A T OT R LA, BATFAE M A e APL,
M LG R A S sMTLIB. h, ANFIH) SMT Solver H AR B M L. fE3E
TR — BRI )R, WH HAMT ARE A sMTLIB. h VRN, fERE 2K
fidbaee i i P PR A A R B g 1 SE BRI AT

432 fE4LRAR

EIRFAT AT DG R AT TS BHS B 5 UACE AT A S, ANl 22 BRI 24
4 SMT Solver K&, Fr T — PR B HIRTE e, 18 A(x) FYERI AR
Fedii/ N e HIHERITUCBCE 2 e 2 08), wTLUIER], FfL A U AR Y .

433 BHEER

TN BE TR BEE N H A 80 R A EATE A R AT R R 454, X H A
ENREWNESE, ARG EIETE X HVER. valueGen ZEH TAREUE E1EA HI T IE
PEEAE (S50 SMT Expr AST), 1EIFEMZ ) PathGen FEHTAREUE EFEATE ALY
ALIRPESAE . X RERA — DT IR E 3 (Dense Map) SEILH) Cache i A AR
i, S — value BB — Path Iy SMT Expr AST Mg ok, R al AT R iX
N cache W, £ FIXEMET, WR cache RHCALELER T, S HBEREBIGFLE
B NA AT o
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BHE RIS

AT T I AT RENWIALER, ERNSATES T AR B,
i 5 R AT 3.

5.1 AR

WHAGNE T —RFIAFE RS AENR A A XLl AR 2 i, ¥
FER_E M AT H AR AR, P TR R AR E AR . Fedn DU S 41 -

int foo (unsigned char log groups per flex) {
unsigned int groups per flex;
groups _per flex = 1 << log groups per flex;
if (groups_per flex == 0)
bar () ;
return 1;

}

return O;

@ﬁf%ikljnux[ﬁ4§§ﬂ:BUC}Eiﬁﬁhttps://bugzilla.kernel.org/show_bug.
cgizid=14287HHHH KM
XFZEEB], H9EM stack-build EHRIEK LA FHRIES:

define dso local 132 @foo(i8 zeroext %log groups per flex) #0 !dbg !7
{
entry:
$retval = alloca 132, align 4
%1log groups per flex.addr = alloca 18, align 1
%groups per flex = alloca 132, align 4
store 18 %log groups per flex, i8* %$log groups per flex.addr, align
1
%0 = load 18, 18* %log groups per flex.addr, align 1, !dbg !13
$conv = zext i8 %0 to 132, !dbg !13
%shl = shl i32 1, %conv, !dbg !14
store 132 %shl, i32* %groups per flex, align 4, !dbg !15
%1 = load 132, i32* %groups per flex, align 4, !dbg !16
cmp = icmp eq 132 %1, 0, !dbg !18
br i1 %$cmp, label %if.then, label %$if.end, !dbg !19

if.then: ; preds = %entry
call void @bar(), !dbg !20
store 132 1, i32* %retval, align 4, !dbg !22
br label %return, !dbg !22

if.end: ; preds = %entry
store 132 0, i32* %retval, align 4, !dbg !'23
br label S%return, !dbg !23

return: ; preds = %$if.end, %if.then
%2 = load i32, 1i32* %retval, align 4, !dbg !24
ret 132 %2, !dbg !24



https://bugzilla.kernel.org/show_bug.cgi?id=14287
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bug: bugfree-dce

model: |
cmp = icmp eq i32 %shl, 0, !dbg !17
--> true
R R b b I b b b 4 b b S 2 b b 2 b b I 4 b b d b b S b b b d b b b 2 b b d b b b d b b B b b 4 b b A b b b d b b i i 4
if.end:

store 132 0, i32* %retval, align 4, !dbg !22

br label S%return, !dbg !22
stack:

- /home/guangging.chen/stack/build/test/testcases/ext4shl.c:15:2
ncore: 1
core:

- /home/guangging.chen/stack/build/test/testcases/extdshl.c:10:22

- shift left overflow

bug Il FKIRIE R EXEFBEZT, NS EIEER (Dead Code Elimination,
DCE)

mode T A{USHi H XN AFRERM IR EE S, BSEEEM EANTEIMEE., fE&mn]
B, J7E T Deubgo FLUNTEZAIT-H, model WUE SR T1E B & L2 51K
EZT, Scmp RS HIAK TRUE, 15 if.end IBAJEATIA,

stack T fi HARAS FCRD AT (R SCPRI AR, RAZSCHR IR G o

core I FHORI & FEAUSATRE AR E ATH, HAFEIZBI T, extdshl.c CHFRYE
10 fr e fil & ZeMeia X — AR E AT, FEER 15 178 DCE. I yaML AR
HrARE I 2, AKIE ] IR AR BT & TR @ Uiz i SO, AR e
AR (LRI

5.2 PostgreSQL MK R

PostgreSQL & X ER AT IRER %, 20 =i TR, 1 PostgreSQL (V11.2) I
AL ST 847921 17 C A% . HA#ULHT backend BIEFELE T 609387 17 C AR, %4
B As AR i R B R RIS 234 1000 J71T, £ Intel (R) Xeon (R) W-2123 CPU @
3.60GHz I N, WP TRFASIOATRERS 27 08P 24 B, KL T 4 ME R R XA FBERLZ T
S REEI AR EAHS, AL T utils/adt/varbit.c:1064, utils/adt/-
varlena.c:838,utils/adt/varlena.c:902,utils/adt/varlena.c:2909. %
A E X LA 2 A7 rT R A aB it A, (R T AR RS2 m 2 AT A .
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6.1 B&E

RLRGHELE TOF58E 5 BICEEA . T H BN T SE I s 5 il 45
LB T, T2 WA http: //github.com/goudshil/stack (HL&
74000 17 /A7 R C++ AUAS)

JFA R SER ARG, CETCED T HTEUA Clang 40 RS, ZOUHH A
HELF AT E A A, R SE IS 2t — A RIS, BB T HHIC ) %%
AR A L

H T T KRR AT BT A ANERUE BB SO A LLVM GETRRE . T H A 8
TIRKIENE, FZadit i LLVM RS, H 2225 LLVM BT A 415 DAGR

b 1 MRS 124, T New Pass Manager TEE—R 2 Sk 2 Hu s ) LA
AT R RATE, FTRE SMT Expr AST WIMIE AT SR RAF, SE5E LA &
CHIRERGE] TIRRHI R S .

6.2 BHE
AR AT H S T IR S SE RS, (AR RG22 sk as A
- BRHELLVM ROTT R ERE , XA H BETHE R, (RG]
o VAR SRR AR S, HLAn ) o ST A T B
o BCHEARAS ST, BT P AR S A [
- B ERERIEL, BRI SH R RN



http://github.com/gou4shi1/stack
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